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I Background: ESA OPS-SAT Space Lab Program
What is the OPS-SAT Space Lab ?
Service provided by the European Space Agency (ESA) for European and Canadian
institutions and industries.
Allows to realise space experiments fast and with massively reduced cost, with the goal to
accelerate innovation.
Uses Linux as execution environment for the experiments.
Operated by ESA - European Space Operations Centre. (ESOC)

OPS-SAT website: https://opssat.esa.int/

Three OP-SAT missions available/scheduled for experiments
PRETTY: 3U CubeSat launched in 2023, open for experiments since June 2025 (until 2030).
Co-operated by Graz University of Technology. (TU Graz)
VOLT: Launch planned for Q1 2027, will be used to demonstrate quantum and optical
communications, with further advanced payloads such as cameras and FPGA-based systems.
ORIOLE: Launch planned for Q1 2027, 12U CubeSat co-operated by C3S Electronics
Development, Spaceit, and Golbriak Space to demonstrate a hybrid optical
telecommunication/thermal infrared camera In-Orbit.

II picoD3TN, a Rust BP implementation by D3TN

Figure: Overall structure of picoD3TN BPA

What is picoD3TN ?
Open-Source and lightweight implementation of the Bundle Protocol (BP) v7 in Rust.
Developed based on our experience with µD3TN and a modern, storage-centric architecture.
Compatible with µD3TN and applications building on top of it, due to usage of the Application
Agent Protocol version 2 (AAP2); supports BPSec.
Space-Tested through the OPS-SAT Space Lab on the OPS-SAT PRETTY.
Uses BPSec implementation from Hardy. (a BP implementation done by Aalyria)

Main advantages of this BP implementation
Lightweight, intended to be used on "Edge nodes" due to its simple behaviour.
no-std: Components can be used on microcontrollers.
Commercial support and integration services offered by D3TN.

picoD3TN’s repository: https://gitlab.com/d3tn/picod3tn
Hardy’s repository: https://github.com/ricktaylor/hardy

III Space Field Tests for picoD3TN
Test 1: simple ping-pong test to validate picoD3TN fundamentally.
Test 2: BPSec, transferring signed and encrypted Bundles.
Test 3: exploring SAND and UDPCL for node discovery.

Test details
Tests performed successfully, involving the OPS-SAT PRETTY.
16 bundles were sent by each source and destination node for each experiment.
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Figure: Test 1: Flow of the Ping Experiment
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Figure: Test 2: Flow of the BPSec Experiment, signing (BIB) and encryption
(BCB) added to each bundle’s payload block
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Figure: Test 3: Flow of the final experiment, involving BPSec, SAND and
UDPCL, (ran on FLAT-SAT, OPS-SAT tests still ongoing)
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